




















NETL Duty Gear Specifications 
Item Minimum Specification 
Hand cuffs hinged; nickel plated that meets National Law Enforcement Technology Center 

(NLETC) - National Institute of Justice (NIJ) - Metallic Handcuff Standard -
0307.01 

Hand cuff holster closed case; black 
Baton 21 inch; collapsible; black 
Baton holster hard plastic with side break; black 
Pepper spray 10% Oleoresin Capsicum (2 million SHU) pepper spray; 3 ounces; flip top 
Pepper spray holster closed case; black 
Flashlight sized to comfortably fit on duty belt; minimum 320 lumens; black/silver 
Flashlight holster Black 
Duty belt nylon with replaceable buckles; 2-inch; black 
Disposable double hand Minimum of 10 pack for each site, 400 lb tensile strength minimum, ½ in wide 
cuff minimum. 

8.5. Keying supplies: Consumable keying supplies such as cores, key blanks, and cutting supplies shall be 
purchased by the Contractor maintaining strict adherence to the NETL key program requirements as 
outlined in DOE Order473.3. It is the Contractor's responsibility to ensure such supplies are on hand as 
needed to meet demand and maintain spares. 

8.6. Bonding: The Contractor shall provide a minimum $50,000, per occurrence, fidelity bond for all 
contractor employees working under this contract. Certificates shall be provided to the COR within 30 
days of award of contract. 

9. DELIVERABLES 

9 .1. The Contractor shall provide reports in accordance with the Reporting Requirements Checklist. In 
addition to those Reporting Requirements, the following deliverables are required. 

9.2. Transition Plan: Contractor shall submit a final transition plan for approval to the government within 15 
days of award of contract and revise the plan as needed during the transition period. The plan will 
describe projected milestones, the approach to staffing, and transfer of duties from the incumbent 
Contractor; how the work will be assumed and transitioned in a timely and accurate manner; how staffing 
vacancy positions will be filled; and any updates to the risk plan. Contractor shall provide weekly status 
and progress reports to the COR until transition is complete. 

9.3. Post Orders: The Contractor shall implement and maintain post orders for each post or function staffed 
by security personnel. The Officers are responsible for familiarizing themselves with the content of the 
post orders to demonstrate their knowledge and understanding. The post orders shall include the 
following: 

• Post orders that contain security functions that apply to all sites and all posts. 

• Post orders that are specific to the work requirements of the post or function at the individual 
site. These contain any necessary direction and/or detail for the operation of the individual 
posts. 

• All DOE/NETL security-related internal and external policies, plans, procedures, and forms. 

The Contractor is responsible for monitoring, identifying, and updating the content of the post orders as 
Government (DOE/NETL) security-related directives and manuals are modified or updated, and as COR 
technical directive is received. 

The Contractor is responsible for presenting revisions, deletions, and additions to post orders to the COR 
for review and acceptance. The Contractor shall track all changes from the original version. Official 
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changes to and implementation of these post orders shall not occur until COR approval/concurrence is 
received. 

Security directives and manuals shall be available to the to the Contractor as supporting documentation to 
the post orders. 

9.4. Incident Reports: The Contractor shall create incident reports to document suspicious incidents and 
security deficiencies. These reports shall be provided to the SSO, COR, or alternate as soon as possible 
in no case will the report be deferred to a later time of shift without prior authorization of the 
CORI Alternate COR following the incident and updated thereafter as needed. 

The format for incident reports will be contained within the post orders and shall include, but not be 
limited to, date and time of incident; date and time of report; narrative report of incident; notifications 
made; and any follow-up actions performed. Changes to the existing report format must be approved by 
the COR prior to use and shall be consistent at all three sites. 

9.5 Duty Logs: The Contractor shall maintain a written, twenty-four (24) hour duty log of activities, 
observations or incidents that require action. If conditions warrant additional documentation and 
notification, as specified in the post orders an incident report shall be written in accordance with Section 
2. 7.3 above. Changes to the existing duty log format must be approved by the COR prior to use and shall 
be consistent at all three sites. 

9.5. Weather Reports: The Contractor shall monitor the weather conditions and notify designated personnel 
for snow removal and other adverse weather conditions affecting their respective facility. The format for 
creating weather reports will be contained within the post orders and shall include: date and time of 
report; temperature; precipitation type; current site conditions (i.e., are sidewalks and roads clear, are 
utilities impaired by the weather conditions); and what work is currently being done (i.e., has the snow 
crew arrived, are the sidewalks/roads in the process of being cleared). Changes to the existing report 
format must be approved by the COR prior to use and shall be consistent at all three sites. 

9.6. Loss & Theft Reports: The Contractor shall submit monthly and annual reports ofloss and theft to the 
SSO/COR/TCOR. The format for handling loss and theft reports will be contained within the post orders 
and shall include, but not be limited to, the date and time received in security; estimated value of item; 
narrative on the results of the officer inquiry; and the officer's recommendation. The Contractor shall 
also submit loss and theft reports for Government property to the SSO/COR and DOE Inspector 
General's representative for the specific site. Changes to the existing report formats must be approved by 
the COR prior to use and shall be consistent at all three sites. 

10. PROGRESS MEETINGS 

10.1. The Contractor Program Manager and other appropriate staff will meet as necessary with the COR and 
other appropriate Government staff to discuss concerns and matters that may impact contract 
performance. The meeting schedule, frequency and location shall be mutually agreed upon. During the 
progress meetings, the Contractor shall provide insight into potential difficulties and on any upcoming 
Contractor initiatives to enhance or maintain the qualifications of security personnel working on this 
contract. The meeting shall be the venue for Government personnel to discuss new policy, new or 
updated training requirements, or other pertinent topics to include upcoming events that may have an 
impact on the performance of this contract. 

10.2. The Program Manager is responsible for developing a draft meeting agenda and forwarding it to the COR 
for comments 24 hours prior to the scheduled meeting. The Contractor is also responsible for taking 
minutes of the meeting to document topics discussed and action items identified during the meeting and 
provide the minutes to the COR within 48 hours after the meeting. The COR shall review the minutes, 
and provide comments for incorporation within 48 hours of receipt of the minutes. After incorporation of 
the comments the Program Manager shall distribute the minutes to all attendees of the progress meeting 
within five business days 
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11. REQUIREMENTS 

11 .1. DOE Directives - the following directives are applicable to this PWS. Directives may be added or 
modified during the contract. DOE Directives are available at www.directives.doe.gov. 

o Order 142.3, Unclassified Foreign Visits and Assignments Program 
o Order 150.1, Continuity Programs 
o Order 151.1, Comprehensive Emergency Management System 
o Order 4 70.3, Design Basis Threat (DBT) Order 
o Order 470.4, Safeguards and Security Program 
o Order 4 70.5, Insider Threat Program 
o Order470.6, Technical Security Program 
o Order 4 71.3, Identifying and Protecting Official Use Only Information 
o Order 4 72.2, Personnel Security 
o Order 473.3, Protection Program Operations 
o O 475.1 Counterintelligence Program 
o Policy 444.1, Preventing and Responding to all Forms of Violence in the Workplace 
o Policy 4 70.1, Safeguards and Security Program 

11 .2. NETL Directives, Manuals and Handbooks - the following directives, manuals and handbooks are 
applicable to this PWS. Directives, manual and handbooks may be added or modified during the 
contract. NETL Directives are available in the Reading Room. 

o Order 14 2 .3, Unclassified Foreign National Visits and Assignments Policy 
o Order 150.1, Continuity of Operations 
o Order 151.1, Comprehensive Emergency Management Program 
o Order 440.1, Environment, Safety, and Health Management System 
o Order 444.1, Workplace Harassment, Hostile Environment, and Workplace Violence 
o Order 4 70.1, Site Safeguards and Security Program and Physical Access Policy 
o Procedure 151.1-01, Employee Emergency Response Actions 
o Procedure 470.4-01, Security Conditions 
o Manual 151.1-01.01, Emergency Preparedness Drills and Exercises 
o Manual 151.1-01.03, Emergency Response For Morgantown and Pittsburgh 
o Manual 151.1-01.07, Emergency Response For Albany 
o Manual 151.1-01.08, Emergency Preparedness Training And Appointment Of Emergency 

Responders 
o Manual 470.4-02, Security Programs Overview 
o Manual 470.4-10.01, Access Authorization 
o Safeguards and Security Handbook 
o Environment, Safety, and Health Handbook 

11 .3 Other references 

o Pennsylvania Lethal Weapons Training Act of 194, P.L. 705, No. 235. 
o Executive Order 12968, Access to Classified Information 
o Executive Order 13526, Classified National Security Information 
o REAL ID Act, Title III, Improved Security for Drivers' Licenses and Personal Identification Cards 
o 41 CFR 109-1.5107, Physical Protection of Personal Property 
o Homeland Security Presidential Directive-12 (HSPD-12) 
o Office of Management and Budget (0MB) M-05-24, Implementation of Homeland Presidential 

Directive (HSPD) 12 - Policy for Common Identification Standards for Federal Employees and 
Contractors 

o Federal Information Processing Standards Publication (FIPS PUB) Number 201-1, Personal Identify 
Verification (PIV) of Federal Employees and Contractors. 
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