GISA- Protecting Stakeholder Spatial Data through an
Advanced Anonymization Method

TL

Patrick Wingo
Federal Research Scientist

NATIONAL

TECHNOLOGY
LABORATORY

[W7 Geospatial and Information Substitution and Anonymization Tool (GISA) - a X [ Geospatial and Information Substitution and Anonymization Tool (GISA) — [m}
File Help File Help
Locaton | FileNames | FileContent = Redaction Location | FieNames  FileContent = Redaction
Sources_100_points.shp Sheet Longitude Latitude Buffer Filter Layers Minimum Buffer Maximum Buffer Projection Sources_100_points.shp Sheet Longitude Latitude Buffer Filter Layers Minimum Buffer - Maximum Buffer Projection
Select Data Shapefile Y 1.00 < | | 100000.00 |5 Plot Data epsq:4326 Select Data Shapefile v 1.00 % | | 100000.00 |5 Plot Data epsg:4326
. ‘ |
i ® RawData LSH Anonymization + Raw Data LSH Anonymization @
o Simple Cluster Buffer Anonymization — | (@) simple Cluster Buffer Anonymization
4
-
L] Ottawa
= °
* 2 Ottawa 3 Toronto
. % .
Toronto 5 )
® 19 i3 York
b * g . ®
> ° rgew'mG Washington
o ° 2 ; . United SE08
a ® e e ®  gWashington
United Sgases h 2
Lt o (Sengeles | Tosnix
°
L L7
h
Losifgeles | Phosnix ] «’%9
° 40
. °
. °
(Y A T 3
X
@
The Bahamas,
México La Habana @
Be The Bahamas Ciudad Cuba
México
La Habana ® deNexcd Republica
Clidad Cuba, Dominicana

FECM/NETL Carbon Management Research Project Review Meeting
Aug. 5, 2024




Disclaimer N=[NToNAL

T L TECHNOLOGY
LABORATORY

This project was funded by the United States Department of Energy, National Energy Technology Laboratory, in
part, through a site support contract. Neither the United States Government nor any agency thereof, nor any
of their employees, nor the support contractor, nor any of their employees, makes any warranty, express or
implied, or assumes any legal liability or responsibility for the accuracy, completeness, or usefulness of any
information, apparatus, product, or process disclosed, or represents that its use would not infringe privately
owned rights. Reference herein to any specific commercial product, process, or service by trade name,
trademark, manufacturer, or otherwise does not necessarily constitute or imply its endorsement,
recommendation, or favoring by the United States Government or any agency thereof. The views and opinions
of authors expressed herein do not necessarily state or reflect those of the United States Government or any
agency thereof.

Acknowledgement: This work was performed in support of the U.S. Department of Energy’s (DOE) Office of Fossil
Energy and Carbon Management’s Geo-Analysis and Monitoring Team and was developed jointly through the U.S. DOE
Office of Fossil Energy and Carbon Management’s EDX4CCS Project, in part, from the Bipartisan Infrastructure Law.

U.S. DEPARTMENT OF




Authors and Contact Information N =|NATIONAL
TL TECHNOLOGY
LABORATORY

Patrick Wingo?, Paige Morkner?, Michael Gao'?

'National Energy Technology Laboratory, 1450 Queen Avenue SW, Albany, OR 97321, USA

’NETL Support Contractor, 1450 Queen Avenue SW, Albany, OR 97321, USA

U.S. DEPARTMENT OF




Overview

Tour of GISA tool

* Founding Challenge & Objective

e Overview of Tool Functionality
e Geospatial Anonymization

* File Name/Content Substitution
Anonymization

* Redaction Anonymization
e Lessons Learned
* Next Steps
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The Geospatial and Information Substitution and Anonymization Tool (GISA)

Challenge:

e Data shared by industry partners frequently contains sensitive information

* Sensitive information can prevent or significantly delay sharing with other entities, public
 Removing sensitive information via anonymization allows for derivatives to be shared
 Anonymization of large, heterogeneous datasets can be time consuming

Objective:

* Create and deploy a tool to aid with anonymization of various types of data

* Provide multiple approaches, including:
e Spatial Relocation
e Substitution
 Redaction

Tool: GISA - Geospatial Information Substitution & Anonymization
 Developed under EDX4CCS Task 46 (POP: August 2022 - March 2024)
* Desktop-based, available publically on EDX
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Different Approaches to Anonymization
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Cluster Anonymization
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Cluster Anonymization
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Locality Sensitive Hashing (LSH) Anonymization
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Constrained Buffer Anonymization
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Constrained Buffer Anonymization
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Overview
Features:

* User specifies terms to remove or replace from batch file names or file content
» Utilize Regular Expressions (RegEx) to match strings (file names or file content)
 Remove or replace matches (can use Capture Group substitution)

e Can perform test run prior to actual changes

* Full log captures changes

Capture Group: Method to capture portion of
RegEx match to be re-inserted in substitution
sequence.

Regular Expression: Syntax used to match
patterns and permutations in sequence of values

2%, U.S. DEPARTMENT OF
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[ Geospatial and Information Substitution and Anonymization Tool (GISA) — O X

File Name/Content Substitution Anonymization

Batch File renaming

il

File Help

* Select root directory (can use glob e o T

Select root directory {wildcard characters accepted):

StatementS) e SuPrbon_pon <op ==

/| Search subfoiders to replace names

Regular expression pattern for matching file names: How to use reqular expressions

* Supply RegEx pattern for capture E—

®) Replace matched textwith: | Nineties

Ignore Case

EventLog

* Two forms of substitution: N :

starhng at Sat Jul 20 14:52:40 2024

Searching for pattern "199[0-9]"
oy

s -
e Remove matched text i .
V X 1991 Sa, and Bu. Th, crust under the Gu. of Me, basin,| pdf
1992»@ Th. origins afpﬁtmlaum in the northern Gu, of Me. pdf
1992M Fa. Sh Ed. D GOMM Pl MC109 AAPGE 199276 435.pdf
* Replace text (supports RegEx capture groups bt e e
19945u and Th. Cr. stmduve and evolution of the southeaster.| pdf

¢ corpus:
1994Ha and £h, Mo. and shabgraphy of amd-P1, bz leveed chamel from sesmic core and log data northeastern Gu. of Me..pdf

1994Hu Ga. Ge. 2 Ma. Ca. of De. Gu. Co. Ov. pdf

t conpus:
1994 sh. etalCh, and mudehr‘g ‘of thin-bedded turbite deposits from the Gu, of Me. using detailed subsurface and analog data.pdf

F1995m Ce. St Ev. and Te. 5t, Fr. of the No. Gu. Co. cﬁ: wf -
| ceartog | Savelog...
+ gisa_6_26_2023 > File Name Test > Figures Test Removal gisa_6_26_2023 > File Name Test * Figures Test Removal | P | ‘Replace| e
Name - Date modified Type Size Name h Date modified Type Siz)
Figure 1.pdf 1/7/2021 1:15 PM Adobe Acrobat D... 9,122 KB 1/7/2021 1:15 PM Adobe Acrobat D..
Figure 2.pdf 1/7/2021 1:43 PM Adobe Acrobat D. 48 KB 1/7/2021 1:43 PM Adobe Acrobat D..
Figure 3.pdf 1/7/2021 1:54 PM Adobe Acrobat D... 27 KB 1/7/2021 1:54 PM Adobe Acrobat D.. 27KB
Figure 4.pdf 1/21/2021 9:35 AM Adobe Acrobat D 2,420 KB 1/21/2021 9:35 AM Adobe Acrobat D.. 2,420 KB
Figure 5.pdf 1/7/2021 2:15 PM Adobe Acrobat D... 40 KB 1/7/2021 215 PM Adobe Acrobat D... 40 KB
Figure 6.pdf 1/20/2021 12:52 PM Adobe Acrobat D... 35KB 1/20/2021 12:52 PM Adobe Acrobat D... 35KB
Figure 7.pdf 1/7/2021 2:03 PM Adobe Acrobat D, 859 KB 1/7/2021 2:03 PM Adobe Acrobat D... 859 KB
Figure 8.pdf 1/7/2021 2:36 PM Adobe Acrobat D. 33 KB 1/7/2021 2:36 PM Adobe Acrobat D... 33 KB
Figure 9.pdf 1/8/2021 4:40 PM Adobe Acrobat D... 43 KB 1/8/2021 4:40 PM Adobe Acrobat D... A3 KB
Figure 10.pdf 1/21/2021 10:49 AM Adobe Acrobat D... 56 KB 1/21/2021 10:49 AM Adobe Acrobat D... 56 KB
| Figure 11JPG 1/21/2021 9:11 AM JPG File 233 KB 1/21/2021 9:11 AM JPG File 233 KB
Figure 12.pdf 1/7/2021 424 PM Adobe Acrobat D... 811 KB 1/7/2021 424 PM Adobe Acrobat D... 311 kB
Figure 13.pdf 1/7/2021 4:29 PM Adobe Acrobat D... 711 KB 1/7/2021 429 PM Adobe Acrobat D... 711 KB
Figure 14.pdf 1/7/2021 4:34 PM Adobe Acrobat D... 1393 KB 1/7/2021 434 PM Adobe Acrobat D.. 1393 KB
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Find/replace in select file types

|81 Geospatial and Information Substitution and Anonymization Tool (GISA) — O X
. . y
° S f t d t File Help
ecCITy root airectory. S
Location File Names File Content Redaction
.
e Select file types: cencrnsin e it —
. i Sticctc
W/ Search subfolders for files
° T Included fletypes
eX t /| select ll
° CSV File Class File Extensions -
V| Text At
 Excel* e ]
. Regular expression pattern for matching content: How to use reqular expressions
* Can add custom ext to handl|
ana custom extensions to nanailers =
(®) Remove matched text
e Re g Ex pattern for match O et i g e e i
Event Log
. .
* Two forms of substitution: e :
WO O r S O S u S I u I O n . heiep where such ense apples only to those patent daims ensable v et
2060: wherever such third-party notices normaly appear. The contents
(< it /_stufi/Py! Y _content\bct\PyOpenGL_.bxt
° R h d £88: thenew tam e ceatly ndceted on the st gaoe o sch e \::l;‘r\ew o
! _ [Py _\ / _ el L_qt_t
e l I I Ove I I I a tc e text D157 ke, which s presiely where s mest unercaptatle, Therefore, ne
1128 dlear directions next to the object code saying where to find the
1152:  youinform other peers where the abject code and Corresponding
I TE281 o Ine ok a pantes o where the full otce s found
* Replace text (supports RegEx capture T |
-
groups ) . e —
“United States” Replaced [ t=trn | |Replace | coeims
.. “ . ” : “« ”
Original United States” Removed with “Redacted
Test Batch File 1 Test Batch File 1 [Test Batch File 1
ID Country Company ID Country Company ID Country Company
101|United States Company 1 101 Company 1 101Redacted Company 1
102|United States Company 2 102 Company 2 102Redacted Company 2
103|United States Company 3 103 Company 3 103[Redacted Company 3
104|United States Company 4 104 Company 4 104Redacted Company 4
105|United States Company 5 105 Company 5 105Redacted Company 5
106|United States Company 6 106 Company 6 106Redacted Company 6
107|United States Company 7 107 Company 7 107Redacted Company 7
108|United States Company 8 108 Company 8 108Redacted Company 8
109|United States Company 9 109 Company 9 109Redacted Company 9
110|United States Company 10 110 Company 10 110Redacted Company 10
111|{United States Company 11 111 Company 11 111Redacted Company 11
112|United States Company 12 112 Company 12 112Redacted Company 12
113|United States Company 13 113 Company 13 113Redacted Company 13
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Redaction is intended for Read-only reports B RERR gl
+ Black boxes replace redacted information in copy of R ST | Kl et
FIELD TEST FIELD TEST
d ocume nt DOE-NETL Cooperative Agreement DE-FC26-05NT42589 I Cooperative Agreement DE-FC26-05NT42589

* The redacted copy does not contain the information

specified to be redacted %”

GISA offers two types of redaction: MRCSP

MIDWEST REGIONAL

* Images: Logos, figures, drawings, etc. e nEaas
* Text: proper Nouns, adjectives, acronyms, etc.

MIDWEST REGIONAL
CARBON SEQUESTRATION
PARTNERSHIP

A Regional Characterization and

. . R A Regional Characterization and
Redaction Procedure is as follows: Asscsment of Geologic Catbon Asadsamncas of Geodog e Cathon
Sequestration Opportunities in the Sequestration Opportunities in the
Upper Cambrian Mount Simon Upper Cambrian Mount Simon
1. User requests GISA to evaluated a PDF document. Jper Cambrian MountSimon JerCoiom Vom .

MRCSP Phase II Topical Report
05-October 2010

tober 20

2. GISA provides a list of redactable items.

3. User selects specific items to redact.

4. A copy of the PDF produced with the requested
data redacted.
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Redaction Anonymization

GISA User Interface
Main Window

The following image shows GISA interface. There are four main tabs in GISA.

Location - Location tab anonymizes location (latitude/longitude) information.
File Names ~ File names tab anonymizes file names based on user input.

File Content - File content tab anonymizes file content tab based on user input.
Redaction — Redaction tab performs redaction based on user input.

)N

Prompt Window

A prompt window will open that provides information about the tool while it is running.
**Warning: If you close the prompt window, the GISA tool will close. Leave open while using
tool.

ENERGY | [Lizewer

Original PDF
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PyMuPDF

https://pymupdf.readthedocs.io/en/latest/

7 Geospatial and nformation Substitution and Anomymization Tool (GISA

flejhen 3 4
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GISA User Interface
Main Window

The following image shows GISA interface. There are four main tabs in GISA.

1. Location — Location tab anonymizes location (latitude/longitude) information.

2. File Names — File names tab anonymizes file names based on user input.

3. File Content — File content tab anonymizes file content tab based on user input.
4. Redaction - Redaction tab performs redaction based on user input.

Prompt Window

A prompt window will open that provides information about the tool while it is running.
**Warning: If you close the prompt window, the GISA tool will close. Leave open while using
tool.
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Redaction Anonymization

Text Redaction

Luke (NLP)

https://github.com/studio-ousia/luke

—_—
U.5. Geological Survey, 2018, National Hydrography Dataset (ver.
W:t:i::les Surface bodies of water (lakes, USGS National Hydrography Dataset Best Resolution (NHD) for TR
NHDWaterbody ponds, etc.) from the National shapefile | Hydrologic Unit {HU) 4 - 2001 (published 20191002)), accessed
(takes, ponds, Hydrography Dataset. October 10, 2022 at URL https://www.usgs.gov/national- it
etc) hydrography/access-national-hydrography-products
Mational Carbon Sequestration Database, 2015,
) North . htps:/fedx.netl.doe.gov/dataset/natcarb-alldata-vi502
Morth_america_ Morth America sedimentary basins
Sedimentary_Bas Sg:::_l:r:;w as defined in the National Carbon shapefile | Bauer, J., Rowan, C., Barkhurst A., Digiulio 1., Jones K., Sabbatino Stay within
ins Basins Sequestration Atlas V, 2015 M., Rose K., Wingo P. Natcarb, 2018-09-27,
https:/fedx.netl.doe.gov/dataser/natcarb, DOI:
10.18141/1474110
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* Data anonymization is multi-faceted e R s =
* Different needs o
* Different types of files
 Different Relationships

 Anonymization is about trust

* Industry Partners are more willing to
share data if we can demonstrate we
can protect it

* Direct benefit to research space
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Next Steps

This project is concluded; however, further goals include:

Proper export of Cluster anonymized geospatial data
Redaction: ML — aided classification of images
Further refinement to user interface

More testing, bug fixes, stability improvements
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