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The Geospatial and Information Substitution and Anonymization Tool (GISA)

Founding Challenge & Objective

Challenge:
• Data shared by industry partners frequently contains sensitive information

• Sensitive information can prevent or significantly delay sharing with other entities, public

• Removing sensitive information via anonymization allows for derivatives to be shared

• Anonymization of large, heterogeneous datasets can be time consuming

Objective:
• Create and deploy a tool to aid with anonymization of various types of data

• Provide multiple approaches, including:
• Spatial Relocation
• Substitution
• Redaction

Tool: GISA - Geospatial Information Substitution & Anonymization
• Developed under EDX4CCS Task 46 (POP: August 2022 - March 2024)

• Desktop-based, available publically on EDX
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Different Approaches to Anonymization

Overview of Functionality

Rearrange 
points into 
approximate 
coordinates 
without 
revealing 
true location

Change text 
across many 
files

Apply 
redaction to 
specified 
text and 
images in 
PDFs

Bulk Rename files 
following find-replace 
patterns

File names

Redaction

Geospatial Data

Tool to 
Anonymize:

File Content
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Spatial coordinates can be sensitive, but we may still want to run analyses 
on a collection of points.

• Shuffle points without completely destroying relative/neighborhood 
relationships.

• Different approaches have different advantages, drawbacks.

GISA provides three methods of anonymization:

• Clustering

• Locality Sensitive Hashing (LSH)

• Constrained buffer

Adjust Points to approximate coordinates

Geospatial Anonymization

Example Point Dataset
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Cluster Anonymization

Geospatial Anonymization

• Updates Clusters 
Dynamically based on 
zoom level

• Dynamic Visualization 
only (no export)

Apply Clustering
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Cluster Anonymization

Geospatial Anonymization

• Updates Clusters 
Dynamically based on 
zoom level

• Dynamic Visualization 
only (no export)

Apply Clustering
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Locality Sensitive Hashing (LSH) Anonymization

Geospatial Anonymization

Apply LSH

• Piecewise Randomizes positions within 
extent of data

• Keeps points in region, impossible to 
reconstruct original location

• Destroys most proximity information
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Constrained Buffer Anonymization

Geospatial Anonymization

Apply Buffers and constraints

A “donut” 
shaped 
resampling 
region is 
produced

For each point, a minimum 
and maximum distance are 
applied

Min

Max
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Constrained Buffer Anonymization

Geospatial Anonymization

Apply Buffers and constraints

• Each Point 
constrained to 
overlapping 
polygons in 
“constraint layers” 

Point outside polygon? Point inside polygon?

Sample buffer outside of polygon Sample buffer inside of polygon
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Features:

• User specifies terms to remove or replace from batch file names or file content

• Utilize Regular Expressions (RegEx) to match strings (file names or file content)

• Remove or replace matches (can use Capture Group substitution)

• Can perform test run prior to actual changes

• Full log captures changes 

Overview

File Name/Content Substitution Anonymization

Regular Expression: Syntax used to match 

patterns and permutations in sequence of values

Capture Group: Method to capture portion of 

RegEx match to be re-inserted in substitution 

sequence.
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• Select root directory (can use glob 
statements)

• Supply RegEx pattern for capture

• Two forms of substitution:
• Remove matched text

• Replace text (supports RegEx capture groups)

Batch File renaming

File Name/Content Substitution Anonymization

Before and after removal of term “Figure”
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• Specify root directory.
• Select file types:

• Text
• CSV
• Excel*

• Can add custom extensions to handlers
• RegEx pattern for match
• Two forms of substitution:

• Remove matched text
• Replace text (supports RegEx capture 

groups).

Find/replace in select file types

File Name/Content Substitution Anonymization
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Remove Sensitive information without removing its presence.

Redaction Anonymization

Redaction is intended for Read-only reports
• Black boxes replace redacted information in copy of 

document
• The redacted copy does not contain the information 

specified to be redacted
GISA offers two types of redaction:
• Images: Logos, figures, drawings, etc.
• Text: proper Nouns, adjectives, acronyms, etc.

Redaction Procedure is as follows:
1. User requests GISA to evaluated a PDF document.
2. GISA provides a list of redactable items.
3. User selects specific items to redact.
4. A copy of the PDF produced with the requested 

data redacted.
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Image Redaction

Redaction Anonymization

PyMuPDF
https://pymupdf.readthedocs.io/en/latest/  

Original PDF Selected Criteria Redacted PDF

https://pymupdf.readthedocs.io/en/latest/
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Text Redaction

Redaction Anonymization

Original PDF Selected Criteria Redacted PDF

Luke (NLP)
https://github.com/studio-ousia/luke 

USGS

edx

geological

https://github.com/studio-ousia/luke
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• Data anonymization is multi-faceted
• Different needs

• Different types of files

• Different Relationships

• Anonymization is about trust
• Industry Partners are more willing to 

share data if we can demonstrate we 
can protect it

• Direct benefit to research space

Lessons Learned
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This project is concluded; however, further goals include:

• Proper export of Cluster anonymized geospatial data

• Redaction: ML – aided classification of images

• Further refinement to user interface

• More testing, bug fixes, stability improvements

Next Steps
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EDX4CCS team

 Task 46 team

Battelle Reachback group
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