Anonymizing Sensitive Carbon Storage

Data Tool

The Geospatial and Information Substitution and Anonymization Tool (GISA)
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This project was funded by the United States Department of Energy, National Energy Technology Laboratory, in
part, through a site support contract. Neither the United States Government nor any agency thereof, nor any
of their employees, nor the support contractor, nor any of their employees, makes any warranty, express or
implied, or assumes any legal liability or responsibility for the accuracy, completeness, or usefulness of any
information, apparatus, product, or process disclosed, or represents that its use would not infringe privately
owned rights. Reference herein to any specific commercial product, process, or service by trade name,
trademark, manufacturer, or otherwise does not necessarily constitute or imply its endorsement,
recommendation, or favoring by the United States Government or any agency thereof. The views and opinions
of authors expressed herein do not necessarily state or reflect those of the United States Government or any
agency thereof.
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Challenge: Internal data and data shared ObjeCtlve: o ]
by partners with DOE sometimes contains  Deploy an anonymization tool for spatial, text-based, and tabular
sensitive information that cannot be data, leveraging previous work on the approach, to improve

shared with the public or other entities.

access to critical data and important variables that can facilitate

meaningful analysis and models without sharing sensitive
.5 2 information.

Select Data Sheett v |l v [t v PiotData

P e | . Ultimate Product:

* Virtualized data-anonymization tool integrated for use within EDX
DisCO,ver Platform.

* The tool will enable users to prepare data for publishing on EDX,
. 5, = which promotes open-data sharing practices, while also:

B & ) * Not publishing sensitive information that otherwise would have
N “ prevented the data from being published.

- e Retaining essential information for data interpretation without
Preliminary layout and interface for the anonymization tool . . . .
demonstrated to anonymize spatially explicit data. pUbIIShlng the O”glnal data CO”eCted'
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Geospatial and Information Substitution and Anonymization Tool

B and . bstitution and ization Tool (GISA) - - X

Current Capabilities:
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* Geospatial data
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anonymization of point data Y 2 N |
* Point Shapefiles ] s /T
* CSVs/XLSX files h P
. \'e-»-;m Proans .o .. /
* Batch File Name replacement il

or removal of user-specified 3
terms

* Allfile types
+ Batch removal of user- e ———

specified terms from text and A | \"g\i
tabular data formats ) ® : s, r”
« Text, CSV, XLSX, Doc, and SR EARrET

more
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GISA Tool Walk Through

Geospatial and Information Substitution and Anonymization Tool

v - Manage GISA
Home Share Application Tools
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* GISA Tool was published on EDX in late July 2023
e Available for download and testing now
e User documentation published alongside the desktop tool for download

Looking for user feedback from beta users
E-fx. National Energy Technology Laboratory L 4 Launch EDX Chat (2] Support and Services =« 0 Paige Morkner =~

Q, Search [ Contribute B Portfolios 28 Workspaces & Tools / \
Access the GISA
Dataset Groups Activity Provide Feedback Beta tOOI On EDX!

Geospatial and Information Substitution and Anonymization Tool (GISA)
d:)) 10.18141/1992880

License(s):
af' Creative Commons Attribution

The Geospatial and Information and Substitution and Anonymization Tool (GISA) incorporates techniques for obfuscating identifiable information from a dataset, while
simultaneously incorporating relevant variables, such as spatial data, to enable more insightful analysis. This approach promotes collaboration and data sharing by reducing the
risk of exposure to sensitive information.

The data that is acquired and exchanged between partners and DOE researchers sometimes contains sensitive information that cannot be disclosed to the public or other entities.
The confidentiality of data often limits its usefulness for collaborative science and public welfare, especially when removing information that enables meaningful analysis. For
instance, geolocation can provide critical information about geological, atmospheric, or environmental features but can also unveil confidential details about a dataset. To
overcome this challenge, the GISA tool enables NETL to remove or replace sensitive information such as location while retaining data attributes that facilitate outside stakeholders
in carrying out a thorough analysis.

https://edx.netl.doe.gov/dataset/geospatial-and-information-substitution-and-anonymization-tool-gisa
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Geospatial and Information Substitution and Anonymization Tool

New module development includes:
1. Module leveraging natural language processing to produce

recommendations for removal including company names, Use cases for EY23 capabilities:

American Petroleum Institute (APl) numbers, and locations - Recommending removal of all locations

from PDF, Word Documents, tables, and LAS files and company names from data prior to
* Image recognition in PDF documents (including logos) publishing for a CCS site currently going

allowing for review and removal of images through the permitting process
Relocation of data representing

infrastructure such as wells and CO,
sources
- Removal of sensitive logos and images

2. Module to add additional anonymization capability for
point data, based on underlying boundary information such
as:
* Land cover, geologic formations, aquifers, field site
boundaries, and more

U.S. DEPARTMENT OF
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* The GISA tool was developed to:

* Help users generalize locations in point data (shapefiles and tabular) Access the GISA Beta tool on
* Help users batch remove or replace terms within file names (all file EDX!
types)

* Help users batch remove or replace terms from within file content
(text, docs, tabular, csv, LAS)

* The GISA tool is available for download as a Beta tool
e All user feedback is welcome for the Beta tool

* Additional work to integrate code developed into this tool in https://edx.netl.doe.gov/da
EY23 taset/geospatial-and-

information-substitution-
and-anonymization-tool-gisa

NN

* The production tool is expected to be release in March 2024
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Where:
. - / y “
What: A
* Environmental Justice and Social Justice for CS Systems . TN Data science in
* The international offshore CS and web-database and tool B action for CCS
* RokBase, Virtualizing CS Rock Property Data platform N
e Class VI Data Support Tool for regulatory requirements

e CO2 Pipeline Routing Smart Tool
e Co2locate - Class Il Well Reuse and Regional Evaluation " 4 /

| >
Tool | /
* Carbon Storage Planning Framework Dashboard Innovation to bridge / :

* 3D Data Viewer and Preview Capability the digital divide
* AlIM Model, Assessing Infrastructure Reuse Potential for CS
* EDX disCO,ver, a one-stop tool for CO, digital resources

= S\
In demo "theater room" EwaA. support
team will offer in person demos & Q&A

T
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Contact:
Paige Morkner, Paige.Morkner@netl.doe.gov

Data resources and important URLs:

Hoover, B., Wingo, P., Gao, M., Morkner, P., Sharma, M., Bauer, J., and Rose, K. Geospatial and
Information Substitution and Anonymization Tool (GISA) Beta version 1.0. National Energy Technology
Laboratory, 8/1/2023. www.edx.netl.doe.gov/dataset/geospatial-and-information-substitution-and-
anonymization-tool-gisa, DOI: 10.18141/1992880

https://edx.netl.doe.gov/
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