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Project Objectives

Objective 1 - Sensor identity management
via establishing a Peer -to-Peer (P2P) SCADA
network

Objective -2: Networked Sensor Integrity and
Scalable Process Integrity Assurance in FPPs

Obijective -3: Development and
Evaluation
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Project Accomplishments

A Developed blockchain  -based SRAM PUF Authentication and Integrity
(BloSPA) protocol

A Implemented the BloSPAIlin Raspberry pi based tested with DHT11
temperature sensors embedded into the boards and a ledger -
Integrated Hyperledger Fabric (HLF) Network

A Developed a blockchain  -based SCADA environment for prototyping

A Published research results for Tikirj a lightweight and scalable Blockchain
platform at Future Generation Computer Systems Journal

A Collaboration with BLOSEM on reliable PUF development
A Planned submission of BloSPAlpaper to Cluster Computing Journal



Resilient Sensor Authentication using PUFs and Blockchain

A Industrial Control Systems (ICS) are integral
components of national critical infrastructures
A Example: Power plants, Water and gas distribution
centers, transportation

A Commonly monitored by Supervisory Control
and Data Acquisition (SCADA) systems

A Integration of advanced sensors in power plants
introduces security challenges:

A How to ensure authenticity of sensor data?
A Can the received data be trusted?

A What lightweight mechanism can verify device
identities in such Cyber -Physical Systems?
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Resilient Sensor Authentication using PUFs and Blockchain

AProblem Statement:
AGiven resource constrained 10T nodes,

AHow can we uniquely identify them and perform continuous authentication in order to avoid
maliciousness (node & data)?

ADEA:

Awith lightweight hardware security primitive called Physical Unclonable Functions (PUF) to act as
a hardware fingerprint generator and use it to dynamically authenticate sensor data through a
ledger -integrated distributed network of P2P nodes?




Physical Unclonable Functions (PUFs)

A A hardware security primitive that maps challenges and response
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Node | Challenge | Response

Node 1 C1 R3
Node 2 c2 R2

NodeN CN RN
Authentication server

Physical Unclonable Function (PUF)

A Challenge -Response

A Low-Cost fingerprint generator

A Generate unique identities for all
devices

A Offload complex state -of-art crypto
solutions

A Different types such as SRAM -based

A High availability and performance

Offloads the complexity of managing and storing keys on constrained devices



Proposed Approach

A Exploit the fundamental property of embedded
sensors to generate unique identity through PUFs
and derive hash -key functions

A Address the shortcoming of SPAI protocol by
addressing the overhead and space complexity
of RTUs.

A Design a blockchain -based SRAM PUF
Authentication and Integrity (BIoSPAI)

A Sensing data flow integrity assurance
A Eliminates rogue devices from SCADA
A Address overhead issues of SPAI protocol
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System Overview

A State -of -art SCADA communication
A RTU sends a pull request to a field sensor
A The field sensor read the request and sends the environment data

A Operational and commands are sent in clear text without security

Field Sensor
Pull Data RTU L
SCADA |request BREpLigiiiiid  request S
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System Overview ( cont )

to. SCADA

A BloSPAIProtocol Overview - Pt _ -
A RTU sends a pull request to a field Dots Remanence algorm
sensor. It appends a CRP from the HLF * Sirongest Cell
network ;'Challenge
A The field sensor uses the CRP to ? _Profiling Phase oo,
generate a unique response through TuBlc Senco -
the PUF fdd CRP Enrollment Phase
A The prover appends the unique T |
response while sending the sensor éRequestsemdata i g
data 5* Process request, attach integrity/identity pr{::-of
L. i i i Ver'lfy data |r|tegr'|ty and sensor identity =
A The verifier validates the identity of the =~ == - Authenfication Phase

sensor and integrity of data through
the authentication smart contract
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BloSPAIlprotocol

Three-phase protocol
A Profiling
A Enrollment
A Authentication

Profiling

A ldentify strong cells by
Integration of data
remanence algorithm.

Enrollment

A Generate and store CRP
A Enrollment Smart Contract

Enrollment

Field
Sensors

® RTU
(1): get CRP
(2): enroll new sensor
(3): add CRP

H‘nk

Enrollment
Smart
Contract

enrolINewDevice()
LladdCRP()
getDevicelnfo()

Field
Sensors
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BIoSPAI Protocol: Authentication Phase

Ensures the authenticity of —
request and sensing data flow Authentication
integrity by integration a HLF Phase /Nuthenticatio;
network. (1)

authSetup()
verifyRequest()

Contract

: setup

: data request

: validate sensor

: forward to SCADA
master
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The authentication phase
prevents critical information Fleld
disclosure through lightweight

crypto solutions and ledger
Integrated network.

Field
Sensors

Master
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Testbed setup

Emulated RTU function, in a Raspberry Pi 3 model B.

Raspberry pi is connected to the external SRAM microchip 23LC1024 and a HLF

network.

HLF Network
(blockchain)

| =N

Raspberry Pi
(RTU)

SCADA Master {eheiNed” ——[DHT11

DHT11

Sensors

Evaluated the overhead of the
sensor DHT11, the sensors reads and sends data every two seconds.

> - ~ Field Sensors

]

BloSPAIlprotocol in a temperature and humidity
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Evaluation

Authentication Time (in seconds)

Time to complete
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Evaluation

Average time to commit a transaction
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Tikirl- Lightweight and scalable blockchain

A Support real -time transaction
Concurrent execution of
blockchain transactions

A Support sharding based
data replication to reduce
the communication
overhead

A Apache kafka based
consensus to increase the
scalability and throughput

each blockchain node contains
three services

storage service

& Bseala, —
lokka service '

/\ nodel
# ﬁ*‘ Golang

docken
gateway service

microservices

blockchain nodes
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Tikirl- Lightweight and scalable blockchain

A Microservices based
smart contract
architecture
saas(smart actors as
a service)

A Tikirica certificate
authority for zero trust
architecture based
security and privacy
In tikiri blockchain

E. Bandara, D. Tosh,Roytik, S. Shetty, N. Ranasinghe, K. Dmysa Tikiri-towards a
lightweight blockchain fonot, Future Generation Computer Systems (2021).
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