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Project Objectives

Research & Development

Reduce cyber risks in the production of
energy through improved Operational
Intelligence:

Capture machine data in an operational
infrastructure

Generate a high-level overview of data
communications

Identify normal vs abnormal behavior

Develop an enhanced knowledge of risks

Post-Combustion Carbon Capture and risk management techniques




Project Overview

Task 1 Task 2 Task 3 Task 4

Project Develop Identify Detection
Management Baselines Anomalies Strategies
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Task 2 Updates

Task 1

Project
Management

Task 2 Task 3 Task 4

Develop Identify Detection
EREINES Anomalies Strategies

Task 2.1 — Deploy Technology
to monitor network comm.

Task 2.2 — Establish and
analyze baseline data




Task 2.1 — Deploy Network Monitoring Technology
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Task 2.2 — Establish Baselines

Raw Events: event-based data
from ICS, traditional network
and security sources

Data Aggregation: Raw packet
capture data from multiple
network switches

ICS Analysis & Alerting:
Decoding and analyzing and
alerting based on raw packet
capture data

Truth Correlation: Validation of
event-based and network-
based data.
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Collection of operational data pre-COVID-19 shut down
* Over 200 days of operational data (~ 6 months)
* Avolume of over 85 GB or raw event data
* Observation of over 232 million total raw events
Preliminary review of data
 Communication between 376 NCCC network elements
* More than 20 unique OT/ICS network device categories identified
» ldentified multiple traffic protocols
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Task 3 Updates -

Task 1

Project
Management

Task 2

Develop
Baselines

Task 3 Task 4

Identify Detection
Anomalies Strategies

Task 3.1 — Develop
classifications for network
anomalies




Task 3.1 — Develop classifications for network anomalies

SilentDefense Security Dashboard

» Categorizing assets and decoding events on the network

» Correlating decoded events with raw ICS event data to classify plant operations
in terms of protocol, vendor, risk, and other metrics.

 Validating data accuracy for model creation

» Analyzing results to generate insights into normal behavior and anomalies »
through artificial intelligence.




Next Steps — Remaining Tasks

Task 1 Task 2 Task 3 Task 4

Project Develop Identify Detection
Management Baselines Anomalies Strategies

Task 3.2 — Develop risk
definitions for classifications

Task 4.1 — Develop data-
centric detection strategy

Task 4.2 — Final white paper
deliverable




Task 3.2 Develop Risk Definitions for Classifications

Assess deviations from baseline to develop
risk classification
« Operator Actions
« System Operations
Develop risk classifications
Assess deviations
Characterize deviations from risk
classifications
Determine alerting strategy




Task 4.1 Develop Data Centric Detection Strategy

« Develop a model to characterize
the normal behavior of an ICS
environment
Evaluate feasibility of Al-based
anomaly detection method in an
ICS environment which may be
indicative of a cyberattack
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* Project Schedule
» Plant Operations and NCCC activities recently resumed
» Operations were halted for approximately half of 12
month no-cost extension period
« Additional resources have been assigned to the project
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