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Project Description and Objectives METAPHORTRESS

DOE Office of Fossil Energy 2018-2020 Strategic Vision, Objective 2.2:
Advance technologies to improve the efficiency, reliability, emissions, and performance of
existing fossil-based power generation

* To avoid service interruptions, fossil fuel power

e — — plants need effective situation awareness to
* Perimeter video * Smoke detectors

detect and mitigate cyber threats.

* Fence Monitors « Electrical breakers

» Water level detectors

_  MetaPhortress is an automated cyber situation

e — | S awareness tool that will enhance the

Moo ' v spcaton J resilience, safety, and reliability of these
facilities.

* Availability 4 * Cloud
« Dispatch Response ' * Servers
+ Emissions
* O&M Costs

Environmental * This question drives us: How do we provide

* Weather alerts

* Natural disasters

+ Communityaler accurate, timely, and actionable cyber

situation awareness and threat detection to
power plants?
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System Concept
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 MetaPhortress adapts our patented cyber
feature-extraction and behavior analysis
platform to provide comprehensive,
simultaneous coverage of fossil power plant
operational technology (OT)/ICS,
information technology networks (IT), and
physical access control systems (PACS).

* Performs data fusion upon networked
sensor outputs in all three domains to
characterize nominal operational modes

* Uses machine learning and data analytics
techniques extract features, detect
deviations from nominal modes,
determine which anomalous conditions
correspond to malicious behavior, and
alert system operators to potential cyber
incidents.
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System Features METAPHORTRESS

* Converged, simultaneous sensor data analysis of OT, IT, and o
PACS to discover cyber threats and resolve them against the | lﬂ (c
time and system domains

) (¢

Physical

— (¢ E )

Infnrmatll:ln
Tedmology

* Aggregated behavior analysis to discover malicious entities X

that attempt multiple vectors across power plant attack
surfaces

 Temporally aggregated analysis to detect attacks that unfold
over varied timescales

* Rapid, clear, actionable presentation of threat alerts to ==
power plant operators o
* Improved defense of critical energy infrastructure to known

and emerging cyber threats - !I

Binary Classifiers Binary Classifiers
* Collaboration Partners I I
. . . . Anomaly Scores Threat Scores
e CUBRC - data fusion and machine learning expertise lanck & Looct
. L : . y ¢
 TDi Techn.ologles- power. generation domain .knowle.o!ge, | O
software integration requirements, and domain specific datasets == s

- =
©
g
e
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Technology Stack

NIST guidance for cyber protection of power generation facilities recommends converged threat analysis
of the OT/ICS, IT, and PACS domains. Individual, siloed analysis of those data areas is common;
MetaPhortress, instead, automates this combined analysis with data fusion over all three areas.
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What We've Learned

The MetaPhortress development team continues to meet with energy sector stakeholders in
industry who provide valuable insights that guide needs assessment, requirements analysis, and
system design.

MetaPhortress team efforts have:

Researched and characterized the sensor types available in the domain
Obtained representative data sets

Determined attack surfaces over the range of fossil power plant types
Determined system integration requirements

Designed a prototype human-machine interface

Designed a system architecture

By executing these efforts, and working with our stakeholders, we now realize that what we
initially saw as an analytics challenge is actually also a human factors challenge — how do we
convert machine learning outputs into clear and effective situation awareness cues that will help
plant operators act on potential cyber threats?
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Situation Awareness (SA)

SA: Knowing what’s going on, so you can make good decisions

* Experimental psychology construct, theory, and model

* Describes how different factors... affect a human’s ability to acquire
and interpret information for effective decision making (Endsley, 1995)

* SA Model is composed of three levels (endsley, 1995, 2000):
* SA;: Perception of elements in the environment
* SA,: Comprehension of the current situation
* SA;: Projection of future status

M. R. Endsley, “Toward a theory of situation awareness in dynamic systems,” Human Factors: The Journal of the
Human Factors and Ergonomics Society, 37(1), pp 32-64, 1995.

M. R. Endsley, “Theoretical underpinnings of situation awareness: A critical review,” In Situation Awareness
Analysis and Measurement, M. R. Endsley and D. Garland, Eds., Mahwah: Lawrence Erlbaum, 2000, pp. 3-32.
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Situation Awareness

 Sensemaking is a part of situation awareness
(SA).

e SAis “the perception of the elements in the
environment within a volume of time and
space, the comprehension of their meaning,
and the projection of their status in the near
future” (Endsley, 1995).

 Sensemaking is both retrospective and
prospective and is a process (rather than a
- Perceive -Comprehend- Project St a t e ) i
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User Interaction - Feedback Cycle METAPHORTRESS

Research

User Interviews W‘I‘:G; i
Plan  venai vodess Ea——

Task Analysis
Test R o e
Usability Testing Des|g n : Gy
Funnel Mgtrlx Experience Mapping
User Testing Wireframe
Validating Design Mockups

Interactive Prototype

PROBLEM DEFINITION SOLUTION GENERATION SOLUTION DEFINITION REQUIREMENTS GENERATION

® & 0% O

Pre-Mortem Structured Brainstorming Measures of Performance Cyber Incident Timeline
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Findings and Recommendations
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Findings and Recommendations METAPHQORTRESS

Main Takeaways Reflected in Designs:
* Newsfeed/Timeline concept
* Phases
— Prevention
— Detection
— Respond
e User profiles
— Admin
— Operator
— Analyst
— Maintainer
— Strategist
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Manage an alert from MetaPhortress.
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Timeline
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Technology & Collaborative Challenges

* Technology Challenges
* Training datasets with coherent IT, OT, and PACS are difficult to obtain
* Align disparate datasets to produce coherent datasets

* Continued outreach to industry development partners to improve quantity and quality of data we
integrate

* Numerous upstream sensors to integrate with and create Uls for

* Integrate with data aggregation elements in each information domain, as opposed to individual
sensors

 Abilitytointegrate with a wide range of sensors
* Architecture design that promotes loose coupling with in-situ power plant sensor elements
* Transforming site specific data characteristics into MetaPhortress internal format at data

Ingest
* Collaborative Challenges

* Ongoing recruitment and retention of participants for user research
* Reaching out to all municipal utilities in Connecticut
e Continuing inputs from existing contacts at Eversource and other CT power generators

e COVID-19 requires new methods for conducting user research
* Performed literature review and developed remote user research methods
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We are developing a CONOPS document that will provide a framework
for assessing the strategy and path to market:

* |dentify the who/what/where/when/why of:
e System installation
e System maintenance/updates
e Al/ML model maintenance
* User training

* Proactively provide inputs to:
e User requirements
» Performance specifications
» System designs (beyond the user interface)
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* In order to continue our
human factors research with
power plant stakeholders,
while obeying COVID-19
isolation requirements, we
have developed remote
methods.

* Remote knowledge elicitation
(KE) activities include:
* First Click Testing
* Tree Testing
* Verbal Protocol Analysis
* Interviews
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Conclusions

* MetaPhortress will increase SA and cybersecurity at fossil energy
generation plants by:
* Fusing information from classically disparate domains (IT, OT, PACS)
* Using Machine Learning (ML) to detect potential cyber threats
* Provide operators with an intuitive interface that encourages sensemaking of

voluminous and highly uncertain data
* Challenges include:
* Developing an initial capability and a robust training dataset
* Continued recruitment and retention of participants for user research

* Next steps:
* |terative user research and testing
* |terative refinement and development of system capabilities
* Development of CONOPS to guide transition to market
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