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Wireless Industrial Sensor Networks

Wireless Enables Ubiquitous Sensing

National Research Council — “advanced wireless sensors”
identified as a critical research need.

President’s Committee of Advisors on Science and
Technology — “wireless sensors can improve efficiency by
10% and cut emissions by more than 25%”

Industrial Wireless Workshop — trade throughput for
reliability

DOE Industrial Wireless Program

= The four parameters are non-orthogonal
= Deployment demands performance

Reliability
/’Ttency = Understanding environment is the key

= Wireless —radio, packaging, antenna

= Industrial — harsh, fault tolerant, safety related, cost
Throughput ‘} = Sensor — filters, sampling, sensitivity, interferers,
Security

controls

= Networks — real-time, latency, throughput, security,
integrity, vertical integration


Presenter
Presentation Notes
The top bullets descrube why the DOE wireless program is created. It was a success resulting in a single industry wide standard now under preparation: ISA100. 

Wireless is not “replacing wire”, it will change the instrumentations. There will be more process visibility, for example, you can place sensors at locations which is not possible with wired sensors. This will help optimize process

However the network has to be designed to operate for certain parameters latency, throughput, reliability, and security. There are dependent on each other. For example if you increase security you will transmit more bits for the same information increasing latency and decreasing throughput. Etc..
Wireless Industrial Sensor Networks is four different fields with different issues.


‘Engineered” vs. “Can you hear me now?!!”

* RF channel is dynamic and time-varying

» Fast site-specific radio channel path-loss
data for use in wireless network simulations

* Robust channel models can be created
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= Closed-loop control requires
deterministic quality of service

= Robust channel models will help
develop novel estimation techniques
for stable controls
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Thrust Areas for Advanced Wireless
Communications R&D at ORNL

Robust communication systems — improving the robustness
and reliability of communication systems by developing advanced signal
processing techniques in the areas of spread-spectrum modulation, space-
time coding, iterative error-correcting decoding, interference cancellation,
bandwidth-efficient modulation, and rapid synchronization

Cognitive communications - allows communications mode to

adapt based on local knowledge of the environment and adequate decision-
making processes

Ubiquitous wireless sensor/actuator networks — enables
a pervasive and ubiquitous communications (monitoring and control)
presence by addressing key issues like self organization, seamless
integration, security, scalability, mobility, and energy constraints

Bio-inspired communications - building micro- and nano-scale
communication systems that take advantage of the computational and
organizational strategies used by biological organisms to solve complex
problems in real time



The Wireless Landscape
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Cost / Complexity

Data Rate

= Proprietary Wireless Networks




Industrial Wireless: A Network of Networks

W| MAX Access

Units’ Amﬂ?&s‘j

- Mobile Ope tor ‘

A Cess 1

_~Aanks/Tow:

: il PR Connectlon to
“Sensor Clot - ° 1‘",._
e . - “Z Process and IT

O — Netﬁks_.-q
i — B‘- A ‘
- Asset Tracking , r N

SN Mobile Security
Cameras

-

‘ . - -
- " '—--l
Wy o

. WIMAX Sector 1

Co-resident Wireless Systems



Presenter
Presentation Notes
OPC is a standard mechanism for communicating to numerous data sources, either devices on the factory floor, or a database in a control room is the motivation for OPC.
The information architecture for the Process Industry shown in  involves the following levels:
Field Management. With the advent of “smart” field devices, a wealth of information can be provided concerning field devices that was not previously available. This information provides data on the health of a device, its configuration parameters, materials of construction, etc. All this information must be presented to the user, and any applications using it, in a consistent manner.
Process Management. The installation of Distributed Control Systems (DCS) and SCADA systems to monitor and control manufacturing processes makes data available electronically which had been gathered manually.
Business Management. Benefits can be gained by installing the control systems. This is accomplished by integrating the information collected from the process into the business systems managing the financial aspects of the manufacturing process. Providing this information in a consistent manner to client applications minimizes the effort required to provide this integration.
To do these things effectively, manufacturers need to access data from the plant floor and integrate it into their existing business systems. Manufacturers must be able to utilize off the shelf tools (SCADA Packages, Databases, spreadsheets, etc.) to assemble a system to meet their needs. The key is an open and effective communication architecture concentrating on data access, and not the types of data.


Wireless
Vibration
B Sensor
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If you look at what early adopters are doing, there is a strong case to be made for yes. 

This is a random assortment of example wireless field devices that are now or soon to be available within the automation industry.  This includes instruments, such as pressure, temperature, level, flow, and vibration transmitters as well as devices that retrofit existing wired devices to be wireless.  

The images on the upper left are from the ISA100 exhibit at the ISA 2007 Expo last October in Houston.  

The wireless vibration sensor application is in a nuclear processing facility!

Note that as of today, in the pre-industrial wireless standard world, that essentially none of devices interoperate together as part of a common wireless network.  
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Why Develop a Global Industrial
Wireless Standard

Because | always know where my signals are going!




Why Develop a Global Industrial
Wireless Standard?

Because somebody will always invent an adapter!




What i1s ISA100?

Family of standards designed from the ground up
for many industrial wireless applications

ISA100 Timeline

Currently

Issued To Develop

Developing

Process Apps (ISA100.11a) Discrete Apps .
Location & Tracking Long Distance Apps Emerging Apps
(ISA100.21) Industrial Facility Apps

Physics of Radio
(non-normative)

ISA100 Family of Standards:
One-Stop Standardization Designed to Accommodate
all Your Plant Needs
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To goal of ISA100 is to deliver work products for industrial wireless applications.   The first prescriptive work product is the ISA100.11a standard.  There are also prescriptive work products, or how to guides, that are part of the ISA100 scope.  The first one is the Automation Engineer’s guide to radio from late 2005.  There is also a user guide in progress.  

Why is it a family of standards instead of one grand standard?

Early on the ISA100 committee discussed this with end users and suppliers and concluded that:
one size could not fit all:
Market differences
Cultural differences
Cost sensitivities to different niches – e.g. some more sensitive to upfront costs and others to life cycle costs.  
Market sizes are also a factor.
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Interference: Broadband high- powered

~0.65ms ~0.65ms
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At the EAF strong interference is noted. It is possibly originating from the electric arc furnace. The time period is approximately 1ms, raises the noise floor from -70dBm to -30dBm. This can have an effect on communications but the survey results can be used to transmit around the noise source since it is not always present. 



More Interference: ambient channel
noise
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Multipath Interference
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SHORT-PATH REFL.

Differential delays are approx. 1 ns per foot
Short-path delays (indoors) are typically < 0.1us

HSS Spread-spectrum modulation can largely cancel long-path effects



Time-Domain Representation

Normalized Received Power (dB Scale)
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Typical indoor (large room) multipath delay profile.
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Freguency-Domain Effect of Multipath

Vector cancellations due to multiple paths (some out-of-phase)
result in signal “notches” at specific frequencies as determined
by dimensions of RF-reflective environment.

Standard FH
Signals
Frequency

Notch \

(Attenuated  §

Signal) Produces signal “dead spots”



Close-Up on 2.45-GHz ISM Band

channel 1 channel 6 channel 11
— 802.11
§
* / 802.15.4
o 2405 2412 2472 2480
— — B 802.11b4g
5MHz 5 MHz ] 802154
Bluetooth 80'5551 W INWW W
Wireless USB 80'55';3 ;( \ ," \
ziggee eee _| ([ 1L MU [0 (010 {71 70000 (00 [0 0 ff1 [

802.15.4

802.15.4-compliant devices must yield to 802.11 traffic, while real candidate
industrial and SG technologies may not.
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ORNL'’s Solution: Hybrid Spread Spectrum

e Novel, adaptive technique (U.S. Patents 7,092,440; 7,656,931; 7,660,338).

e HSS: asynergistic, programmable combination of DS, FH, and TH.

e Advantages:

17 Managed by UT-Battelle
for the Department of Energy

Adaptive Hybrid Spread-Spectrum (HSS) modulation format combines DSSS
and frequency/time hopping in a multi-dimensional, orthogonal signaling
scheme.

Capable of excellent LPI, LPD & security properties (programmable).
Adaptive, robust protocol for high QoS applications.

Can be operated in burst mode for very low power drain.,

Superior resistance to multipath and jamming (high process gain).
Easily deployed with modern chip technology.

Compliant with existing government rules for license-free ISM bands.

Ideally implemented via modern FPGA-based electronics, ASICs, and
software-defined radio (SDR) techniques.




DIRECT-SEQUENCE SPREAD-SPECTRUM SIGNALS

l PN Clock l Local PN Clock
) PN Sequence <7wiy PN Sequence Loc_al
Carrier Generator oS Generator Carrier
11 Signal l,il l
Data _ - i‘ Wide CD Narrow | | Phase |—>Data
- BP Filter BP Filter| ~ |Demod | 5 pata
+1
Clock
Power Power Power
Spectral Spectral Spectral _____.
Density Density Density
11 1 1 1 11 1 1 1
L L
> f > f > f
Frequency Frequency ¢ Frequency c
Original narrowband, high
Spectrum has wider bandwidth power density spectrum is
glﬁtrrﬂ\{voipnfggﬂgtgﬁ and lower power density after ~ restored if local PN sequence is
P : spreading with PN sequence same as and lined up with
before spreading (PN Rate >> Data Rate) received PN sequenceé
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FREQUENCY-HOPPING SPREAD-SPECTRUM

lPN Clock
PN Sequence <7w
Generator EH
YYY YY) Signal
11 RF
Data———>| Frequency
Synthesizer
Power I
Spectra
Power ;
Spectral Density
Density

lLocal PN Clock

PN Sequence

Generator

Wid RF N Dat
|.e | Frequency |l arr.ow o ata |=Data
BP Filter Synthesizer BP Filter |~ [Demod.| ypata
Clock
RFI
RFI Data %causes
Output errors

Frequency

Narrow spectrum at
output of modulator
while hopping
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> f
Frequency

c

Spectrum has same bandwidth
and power density after hopping
with PN sequence (PN Rate <<
Data Rate for standard FHSS)

RRPE NIRRT

t

_—
Time (hops)
Original narrowband, high
power data stream is restored if
local PN sequence is same as
and lined up with received PN
sequence




HYBRID SPREAD-SPECTRUM (DS/SFH)

lPN Clock
PN Sequence <7W
Generator DS/FH
1 YYY'YYY _ Signal
RF
Data—> Frequency
Synthesizer
Power I
Spectra
Power i
Spectral Density
Density
1:4
11 1 1 1 11 1 1 1
L L I
> f >
Frequency ¢ Frequency

DS (wide) spectrum at
output of modulator
while hopping
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Wide
BP Filter

RFI

¢Local PN Clock

PN Sequence

Spectrum has same bandwidth
and power density after hopping
with PN sequence (PN Rate <<
Data Rate for standard HSS;
>> for FastHSS™)

Generator
VY VYV
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Original narrowband, high
power data stream is restored if
local PN sequence is same as
and lined up with received PN
seguence




FAST HYBRID SPREAD-SPECTRUM (DS/FFH)

lPN Clock “FastHSS™” ¢Local PN Clock
PN Sequence <7W PN Sequence
Generator | pg/EH Generator
i /YY VYV
+1 \ ”RF\ 1A Slg¢nal y -
Data—> Frequency ngle >| Frequency |- Narrow o Data |—>-Data
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Clock
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Power [S)g(re]cszﬂal RFI Data
Spectral y Output
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RFI
Reduced
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t11 t01 th gl
t40 t50 t51 1:Oiltl('ltlltZ 3 t40tjj.tt 5 617
| I I I I | | I I I I | |
L L I | I |
— f —> f — t
Frequency c Frequency c Time (chips)
: Original narrowband, high
DS (wide) spectrum at Spectrum has same bandwidth — ,4\yerdata stream is restored if
output of modulator and power density after hopping  “|ocal PN sequence is same as
while hopping with PN sequence (PN Rate >> and lined up with received PN

Data Rate for FastHSS™; e.g., as
above, 2 hops per bit).

GpErips) ds = Gprry as T Gppsyas = 10 log (no. of hopping channels) + 10 log (BWpg/Rixto)
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HSS is a Multidimensional Signal

e HSS can be defined in 3 axes Frequency

(code, frequency, and time).

e Each dimension is orthogonal with the
others.

e Permissible signal spaces along an axis
may also be ~ orthogonal.

e Codes
e Frequencies (Co,Forto)
e Time slots

e Easily adaptable to exploit
many degrees of freedom to
meet system requirements.

e Some signal overlaps may be
orthogonal.
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Simulation confirms the performance
More Results published in upcoming IEEE MILCOM and IEEE COR
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HSS System Hardware Prototypes

Transmitter Receiver

Channel Frequencies

Using 891.25 MHz Local Oscillator

Transmitted Frequencies

503.75 90625 50875 9591125 51375 51625 91875 92135 52375 92625

| | .

125 150 175 200 225 250 275 300 325 350 OK
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Advanced Wireless Telesensor Chip
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High-Temperature Sensors

* Wireless sensors capable of working in extreme environments can
significantly improve the efficiency and performance of industrial processes
by facilitating better monitoring and control.

« Example applications: fossil plants, steam turbines, jet engines.

* SAW devices are also potentially useful at high temps.
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I will split my presentation in these topics. First I will briefly explain whey we need SiC devices and high-temperature gate drivers. Then I will explain our design with test results.


Comparison of WBG materials with Si

Property Si GaN
Swta_\blllty for High Power Medium High
Application
Sunablllty_for High Low High
Frequencies
HEMT structure No Yes
Suitability of ngh_ | NG Yes
Temperature Application
Low Cost Substrate Yes Yes
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Electronics are mainly qualified for operating within three temperature ranges: commercial, industrial, and military. New higher temperature applications for commercial and military aircrafts have pushed for the development of new high-temperature electronics, creating a new 225°C standard.


GaN Material Superiority

GaN is an attractive material for high-power electronics due to its:
 wide bandgap =» for high temperature operation

* high breakdown field =» for large blocking voltage applications &
* high saturated electron velocity =» for high frequency performance

. BFM | JFM T
M | _ _ max
ateria H & B, Ratio | Ratio (°C)

Si 1300 1.4 11 10 | 1.0 300
sic 260 9.7 2.9 ﬁh / 6(N 600
GaN 1500 9.5 34 | .&4.6 vcj 700

.
o
o
Ky
.
.

o
.
o
o
.
o
.

Baliga figure-of-merit: BFM =guE>
Ec.v “AlGaN/GaN HEMTs— An overview

's figure-of-merit: ~ JFM =—S-= ) _
Johnson'’s figure-of-merit . of Device Operation and
Applications”. June 2002
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Electronics are mainly qualified for operating within three temperature ranges: commercial, industrial, and military. New higher temperature applications for commercial and military aircrafts have pushed for the development of new high-temperature electronics, creating a new 225°C standard.


GaN Device Structure

e 0a 8 um
| “ . m-— .
Source | Gagé | Drain
ntGan | Undoped AlossGaoeN  [20pm | ian
2 DEG Undoped GaN |2 um
SiC Substrate

AlGaN/GaN HEMT investigated in this work was primarily developed for power
applications and was grown on a SiC substrate for high temperature operation.

The source and drain contacts are ohmic, whereas gate is Schottky barrier with
gold as the gate metal.

Due to bandgap difference between AlGaN and GaN a potential well is formed in
the GaN layer at the interface.

Spontaneous and piezoelectric polarization exist in the heterointerface because of
the lattice mismatch between AlGaN and GaN. These polarized charges are
confined in the potential well, forming a 2-D electron gas.
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Specifications of SMARTIS process


Many Potential Wireless Applications

Personnel Tracking/Locating
Human Safety Management
Material Tracking

Product Tracking

Field Operator Efficiency

Field Maintenance Efficiency
Plant Security

Business Performance Measures
Incremental Process Measures
Extended Plant Visibility (Video)

Tank Gauging Redundancy

Access Control

Intrusion Detection

Safety Event Monitoring

Leak Detection

Equipment Measurements
Product Measurements
Inferential Measurements
Hand-held HMI

Key Performance Measurement
Mobile Asset Management

Evacuation Management



Thanks for your attention!

Questions?





