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Overview
CBM . - . , . . L
A Proven track record of commercialization Multiple sensor measurements are ehfﬂcult t9 af‘a'yz?’ therefore_there s the need to create single dlmen3|_o nal heattr sdéced on the_aw sensor Duringthis Phase 1 projecRidgetopresearcheraddressed each of the technical objectives that were identified. The Ridgetop team worked closely with
A Established in 2000, headquartered in Tucson, AZ Ay g ?’.’: ﬁrﬂ‘fﬁf v data. The most natu_r al way of ereatln_g Stmh!ndlcatonsto determmeﬂs best healthy e‘?’t'mate and compare itto the actu_al data. The distance petween the University of Arizona SIE Department, createdtasted new multivariate analysis methodsth blockchain technology, and established project
A Design services, cir euitry for harsh environm en,ts, prognostics and T the data_l vector anq its best estimate is considered the health _mdmAtemalIe@stence indicates better health ardlargerdistanceshowsdegradation, 5 T ilestone MI M2 G Ma ME | M6 relationships with industry partners such es TEP and Degls These accomplishments resulticthe following: ’
condition-based maintenance (CBM) solutions = anomaliespr even intrusionsThecreation ofthe health indicatoiis based on aistorical dateset of healthy vectors where the components of the vector: T —— N _ _ _
A AS9100D and 1ISO9001:2015 Certified are the different sensor measurements. The space of healthy vectors is usually defined as the linear space spanneeieaétgiwectors. We look Research Objectives o CAIone A Efficientcomputer algorithmshat weredesigned taapply theMVAmethodology to sensadatafiles. _ _
A Two divisions: Semiconductor & Precision Instruments (SPI) and for the best estimate of any given eample vect.or !oy a linear combination of the vectors from the rsealtfijre following list of MVA algorithms and Completion and documentation of he Simulation Plan A éblogkchaln netyvorltvhat svhoweo_lprgof of eoncept in securing logged data files by storinguaye pairs of the filename and a cryptographic hash of
Advanced Diagnostics & Prognostics (ADP) methods have been developed using these principles: uUKS ¥ A_f_ SQa 0_2 yius ye ao _ _ o _
A Commercial and Government Client base A. The Multivariate statestimation techniqueMISET) methods based on the least squares approach which is the same as selecting the Euclidean " Completion of Simulink fest bed file and approval by PI A Tneblockchallnmlg Ie]rn_entatlonhesbe_en mte?(r_ated s%_tha_he out||ouht from th.?. MVApIr_ograms IS seclurelr?/ srt]erlrhlg_e hﬁ altlhhlr_ldlc_:ators foequipment.
i i ) . o i o distance. This is the most commonly used approach, which has sdeéici¢ncies that Ridgetop has been able to addr@sg deficiency stems from Best mathematical methods selected, and their most A X ISM;(A to_b OIC t_c an cgnlntictgon |s§1 wo:.blngt vg: " !tck? tion too dt tat |dent|t|es_trrlr_1 a |at1>aﬂl1pts 0 atlertt e historicahealth indicatordata.
A Family of product lines with applications serving aviation, the fact that the different sensor measurements are not equally important in anomaly detection; meaning the method haxtended in order to appropriate combination developed A working simulation modet that can be calibrated with sensor data output within a coal power piant.
transportation, energy grid, oiligas, communication and power syste take the importance of the different sensor measurements into account. This extension has been developeRitgeteteam, the software Advanced hardware/software testbeds using blockchain An improved understanding of the condition based maintenance practices and cybersecurity threats that are of top coticefERipower plant
sectors. development has been performed, and the method has beested. The second deficiency is the result of the measurement errors, when linearly will be constructed facility in Tucson, Arizona. . . . . . .
dependent vectors might become independent. Therefore their spanned space might become the entire linear space, shoaviggebr is Prototype software that links MVA tool with Sentinel A Real md_u stry data _from .TEP and mlngervuleAZ_power plant. Prehmn_1ary analysis has shown strong correlation between mu_ltlple types of sensors
P nign . P Il Sp : spa 9 o . pace, 9 . 1ohp and equipment which will help calibrate the Simulink model and establish the MVA thresh@ddatined to conduct further analysis on the data
healthy. Therefore, it is impossible to detect unhealthy behavior. To avoid this problem, a shesteing algorithmhas been developed, merging Suite . ;
closebyvectors. Thehird deficiency is the result of defining the healthy vector space. In this definition, any linear combination of heetiting ige Completed design of blockchain prototype for sensors Ridgetopreceived from the TER Phase Il.
! considered healthy. However, as an example, a multiple of any healthy vector by this definition is considered healthy, thevieasible range of the Blockchain tests are completed and documented Applicationwith Industrial Partner
TEP Egrr‘akr)réeitre(;su 322 :Jnet (;/lt(rJ]Iatedherefore Ridgetop developedspecial procedure whemaditional constraints on the linear combination parameters S ———— Ridgetop met with a team of engineers, managers, and supervisdiERin August 2016.K S ¢ 9t GSEY 6+ 4 F6FNB 2F wARISG 2|
Tucson Electric Power process. had a number of suggestions and questions about our work. TEP was clear that the project addagespdtential issues they would want to see worked
Other Potential Partners in Phase Il B. In selecting theChebyshev distancbetween vectors, an alternative method is obtained. In Eaelidean distancéhe componentwise differences are fﬁ::;l:leﬁon of countermeasure report for each identified on in the future. TEReflects a coal based power generation unit. Ridgetopteam has contacted several electric power companies, includegygia
A Georgia Power squared and added. By squaring the differences we make small differences even smaller and larger differences evethiawgese lof the _ ' _Power, Southern Resea_rc_h, several agencies in Cochise County, as vv_eII as _othenptllbmlms,to cover oil/gasbased units as well as to cover_the most
A Southern Research Chebyshev distance, these differences are either added or the weighted differences are added. Finding the best healtbyleatimto the solution Submitted Final Phase I report important types of electricity generatiofNear the end of the Phase | _penod, Rldgeto_p eb_talned a large dateogeil I_EFand conducted some preliminary
A UniSourceEnergy Services of a linear programming problem. alja_lly5|s alongiith our research partner, thUA.Furtherr_esearch, testing, and analyss_ns intended to be pursued in Phase ihdOstry partners are
A Salt River Project (SRP) C. Choosinghe maximum distancds based on selecting the largest discrepancy between the components of the best estimate and the sample vector. It Figure 1. willing to supply their data, mapower, and other logistical assistariizoughout the project.
A $ri—State G_eneAration_atr_\d | shows which sensor data is the least healthy. This approach also leads to a linear progrionmitagion. Key Potential Customers
A S:)iﬁ?rl,fsé%%pzsni,c'a on. ne. D. Asimple method with multivariate analysi$MVA) has been developed to create the single dimensional health indicator (SDHI) by considering a Potential customers_ fro_m numerous agencies, companie_s, and programs were researched along with market predict!ons e&tinda_;t'mgj sizes fror_n
blished 1885 the Uniiversitv of Arizona is the weighted average of the individual sensor measurements where the weights are the importance factors of the sensors. 2018 to 2(_)23, keepinBidgetopaware of market needs as interest increases and technology enhances. A small safrthencurrent Ridgetopontact list
;Ieugso?jt]hilgcglr(izzsr?:?es(iziEt)shsailr?cbeeelréggoﬁglcrl]gyps)rvégigs landgrant ur,1iversity. fie UXis recognized as a E. TheKernel estimation methods based on the weknown Kernel density estimatiapproach to find best healthy estimates. (organization only}s shown below
is providing safe and reliable power to the Tucson  globalleader in research, bringing more than $622 F. Themethod based on th&lahalanobis distancenakesthe samplemeasurements independent by a linear transformatédter normalizing them. The A GeneraElectric Comp%\nyGeneralMana or of Inspection Technolodies
metropolitan area with a population of approximately Million in research investment each year, and ranking normalizing makes the average of each sensor measurement zero. Therefore the averages of the transformed vector compaiserzerar. The A Honevwellnternational. Inc g P g
1 million people and growing. TEP and its parent  22nd among all public universities. The UA is a member Mahalanobis distance computes the Euclidean distance of the transformed vectors from zero vector. As in the earlier srscegligedistance yw A NDEManager
company UNS Energy Corporation were acquired by Of the Association of American Universities, the 62 indicated better health. Selecting different vector distances, like the Chebyshev or the maximum distance, new methaaecbtdined. The A MDTSeniogr Endineer
C2NIA& AY ! dzadad wnmno ceafgppublicgng privategeserrehyigiversitiesdh § 5 algorithms developed by thRidgetopteam could also consider that different sensor measurements might have different importance(s). % Manage rMonit(?rin Services
investorowned utility company that is providing gas  Penefits the state with an estimated economic impact These methods are described in appendices &f the Phase | final report A RockwellAutomation, | ° °
and electric power services to more than 3 million ~ ©f $8.3 billion annually. The UA has been named a PP port. A ocrwerutomaton, inc. ,
customers in Canada, the U.S., and Caribbean. HispanieServing Institution (HSI) by the US Anyone or combination ofhe aboveMVA algorithms provide a single health indicator of #ugiipment, subsystem, or systamder consideration. There United Technologies Corporation
’ ’ Department of Education. are severastatistics based methods detect degradation, anomalies and even malicious behavior. A G_eneraMotore . . . - - : .
AsRidgetop continuet work with TechOppsConsulting, Inc., as well easexpandinto utilizing secondary market research specialists, we will continue to
BlockchainTechnology work with research agencies, private institutions, and public utilities to gather more data while expanding applications.
The idea of blockchatechnology and how it relates to this research toigithe simple trick that the same datatransferred in multiplicityon thedifferent Target Applications in Power Plants and Fossil Energy
channels of the data transfer systeithis results in a decentralized ledger of data transactions and logged files that are immune to nat@idusn the . I . . e -
| ntrod u Ctlon dataflow. This was verified bt;omparingaltered / attached data filet the,existing data that was previously distributed across the blockchain network. _ The equm_ent monltorl_ng _maf"et IS estlrdnatet? tlg gr:ovlv from USDk3'23f b'”('jon. n 22 1? to USD 4'47 dBI”Ir? n by 2.0 23’ at ﬁm@f'"a?ke‘ foon- L all
s aplcaton o e technologyalous S G & Naopeldenife i even corecied usig e wnalerd paralel iomatn At S L o MU LI SV s S
U.S Power Generation assets are increasingly vulnerable to makdtaoksfrom insiderthreats, terroristsand cybercriminals. A key vulnerability to fossil fuel plants, ] The blockchain study led by the Ridgetop research team began with identifying the most appropriate blockchain tool dgyeee.rBsearched multiple market was valued at USD 2.21 billion in 2017 and is expected to reach USD 3.50 Billion by 2024, at a CAGR of 6.7%mégeastygbeod. The base
especially with aging assets, is surreptitiousiserted malicious intrusions caused by a lat&ppropriate situational gt NBy Sad o6& LX Fyu 2 LISNI U2 NR ®pe df Blstkchatd dXiand the mbstappropriate solution for the requested Phase | deliverables. This research preseestof blockchains, each year considered for the study is 2017, and the forecast period is between 2018aAdRidgetop is confident that there are multiple commercialization
program expands the ability of plant operators to quickly locate the source of problems, whether they indicated aging etjsgunas, or detection ainomalies used for different applications. opportunities that can benefit from the solutions and technologies that are results of this research project.

including malicious behavior, even cyber attadkson identification of problems, thesan be mitigatedo avoid service interruptions.

1. Public blockchain: Anyone is allowed to join the network, see transactions, and validate transactions.
With over 8,000 fossil fuel plants in the U.S., the vulnerability of these plants to degradation and failure is a loominRiditeati 2 LJQ& 62 NJ] 6Aff &aK2g KL (PrivAt&blodkihaiy’ Bnlyxétyimuderslare allowed to join the network and interact with transactions.

RF Ul aUNBFYya FNBY ddzoaeadsya Oby 0S YIUKSYlUAONTte ORpdwwenstisnirequipyidn@suBystemsa Ay 3t S KL f lKnoBglel ARl élidMNAcl dederedm iftelpiateta e PR, 3 ¥ulidm pib&kehkird dévEiSpmént, and Hyperledger FRidigetop

ano_l systems Ridgetop G‘roup In¢Rndgetepha§ researched and developed a solution that can be applied to all sectors whetienedata, condition based chose to pursue the blockchain work using Hyperledger Fabric becausbadkiag, development, and applicationg large, trustworthy companies such
maintenancg(CBM)and improved data integrity are necessary. as the Linux Foundation and IBM. Hyperledger Fabric also met another need of the blockchain research, whiclvatasibckchairrather than apublic
blockchain Ridgetopdecided it was necessary to use a private blockchain because of the security concerns that were the primary goals tieih blockc
should be addressing. The proposed-gase for blockchain for power plants was to more securely hide transactions from the (uhlpossible

intruders), which made a private blockchain a requirem&utigetopalso learned from research that blockchain is primarily used in scenarios where there
are multiple organizations in the blockchain network. Since blockchain can require certain participants in each netweskdo gnsactions, it

guarantees trust between the organizations.

Ridgetopjn partnership with the University of Arizona (UA), responded to SC_FOA_0001771/tapiRidgetop had anitial plan to apply it$nternet of ThingsI@T)
enabled smart sensors suchRetoSensand SMRT Probe tyeate an instrument cluster in itabthat couldrepresentthe differenttypes of sensor readings found in a
fossil fuelpower plants,both hardwired and wireles®idgetop also created a local industry partner with Tucson Electric Power (TEP), in which they provide the entire
Tucson metropolitan area with reliable utility services.

ThePhase | research and development conducted in Contract DE/fS@y T HT = & ! dzi2 YI G SR { Al dzl G A 2y hdfResllientFbsBiEReigy ¢ S OK y 2 fCenhinaBan of BRakdhaingvdhdykultivariate Analysis
t 246 SN OAl adz (A Rdgeideanditts: UA PdpdrtentiofiSysiem®aidd IndusEiagineering (SIEpntered onfour concepts when determining best
methods to assure data integrityithin a power plantcosystem

Thecombination of blockchaitechnologywith MVA can be done in two different ways. One is when the entire data set is sent through blockchain and
processed with MVA afterwards. We prefer the other approach when MVA is used before the data is sent into the blockcbain Tiesapproach

. . L . . . Figure 3.
- o , , _ , - , _ overcomedhe deficiency found in the sole application of the blockchain technology. When simultaneous sensor measurements are tigahedr Igure 3
1) More efflelent and more generallMuItlvarlate_ Analysis (M\/A) algorithms for the creation of a single health indicatoparfierasof a fossil fuel power generation. amount of raw data can be extremely large when monitoring an entire system, subsystem, or equipment within a powdHEMhAapproach serves
2) Blockehain research and analyS|s‘to determine the following: as a data reduction tool by condensing multiple semeeasurements into single dimensional health indicators. This has theger advantages
a. Best usease scenarios
b. Power plant operator preference and/or need 1. Onlysingle dimensional datq are transferred through theckchain communication channegsulting in smallecomputing power, small to zero
3) Enhancing blockchain technology by combining it with MVA transaction fees, anthore efficient data transfer. Plant Sch Georgi
H H H H H H H an cherern Laedrgla
4) Creation of an effective ofine simulation test bed using MATLAB Simulink . Equipmentinduced anomaly can be detected right away, which cannot be detected by the sole application of blockchain methodology. 8 er R~
3. Asimple algorithm for safe data transmissiatan then be used in place of the blockchain approach to see if any intrusion has been attempted in R TRANSMISSION
P o b I em State me nt data flow. This simple algorithm is described\jppendix| of the final report TheRidgetopteam developed and verified this simple algoritdoring 2 TRANSFORMER - LINES
the Phase | research projedto conduct further implementation, sensors need to be updated to have processing power. We plan to conduct furt| TURBINE CENERATOR S .
Topic 17 a. Automate®ituational Awareness Technologies for e _ N testing with the required upgraded sensors in the subsequent Phase II. oL — _ @. :9
Robust and Resilient Fossil Energy Power Generation : Uﬁ? 1I9190URY UF VIAJU > Multivariate analysis and blockchaiave beercombined well together in two distinct ways. The first being that multivariate analysis reduces the amc ;3 1 ﬂJ’U”UUf — Finrilc ] @3 TOWER
The primary concerns that are identified in this research topic are ¢ i : K };\\;G ATM( ' A of data being stored in the blockchain by re?rieving a single health indi(_:ato_r from a se_t of measurements. For exarapard fhsensors in a s_ystem, R ( ‘g!.\,‘[!'jg\;'\ Y,y) 2 S I ﬁ C% (A==
result of the vulnerabilities in U.S. power generation svstems and only one measurement has to be recorded in the blockchain after multivariate analysis. This reduces the amount of déig atfaetdr ofN, which is H A\ A |l AR WATER 3. 8
) _ =P _ g_ y : So especially relevant for blockchain as data has to be stored on each node. It also reduces the amount of data that msstibedrto each node. In the i e ) - = I | cooLNG
the increasing attacks and threats from insiders and : & Gern " proposed use case for this Phase 1 project, the data output by MVA has its contents stored in a blockchain network. J tiiatrfitsEncan be checked Hi e —_ = P\‘“YRYAY ‘f e
cybercriminals. Cyber attacks have grown at an alarming rate ove ‘ : eean against the blockchain network to see if they have been altered. Securing the contents of these files means that intudetsieto alter the historical PR Gias”  cootwanir | SRR l
the last two decades and it is a threat that can have serious R e 2015 0-; data that was recorded for machinery health. This is important because historical data is used to design models to gorediettfavior and degradation. ASH DISPOSAL J 'c_mvg‘g?sw's_m?: )y
implications if the necessary tools and security is not in place. 2093 e 02:s6n1a02k° """"""""""""" 2013 (oo Without secure and accurate data to rely on, these models would be ineffective and possibly detrimental to companies. ) BOTTOM ASH PG (r——— | o | | | o .
Cybersecurity tools with automated situational awareness can . NightDragon e az! Ffaz2 NBfASa 2y KSItdkKe RFEGF asSdaz a2 AT |y A yathbes dhblywezders sodld : f 2 3338 R Figwes. Exprple data (fght image) from ti@pringerville AZ power plant (left image). The tag description is the legend for 7,451 different types of data
trigger counter measures needed to mitigate these types of 20090 5 © : : ; : be false health indicators returned. The blockchain systemRidgetopcreated protects against this vulnerability. and sensor equipment.
threats. Another concern of this research topic is the reliability of """""""""""""""""" : ' Ridgetopdiscovered 2 use cases that, along with our utility support partner, Tucson Electric Power, we envision a blockchaincambMg@solution _
the fossil fuel power fleet and the data analysis to determine the 6 . e g for the following applications: _ Credit Georgia Power
health of a power plant, its subsystems and equipment. 20608 2012 2013-2015 A)Usecase 1Data Storage Integrity (DSI) of logged historical sensor readings Figure 4.
The U.S. power infrastructure ranges fromyarold coal power P b B)Usecase 2Data Transmission Integrity (DTI) from sensavgerator
plants to relatively new power systems that are utilizing renewable e Hacking - Theft of critical  H .
energy such as wind and sol&@his diversity of equipment calls for Lpeeldalin o ReSU ItS WO rkl ng P I an for P hase I I
a solution that is flexible, easy to implement, and compliant with —‘;
the reliability requirements from the North American Electric i Evaluation Testbed an&imulation Phasel ¢ Phasell TransitionPeriod
Reliability Corporation (NERC). Source: https:// cdn.wartsila.com/images/defauource/twentyfour7Z/innovation/powerup-the- TheMVA algorithms werémplemented in Ridgetop has continued interactiovith industrial partners from coal, gas, and oil based plants to validate the effectiveness of MVA in catching degrading
securityblanket02.ipg?sfvrsn=80169345 0 Eython (version 3.6.3) along W!th auser equipment and anomalieis more settings. In addition to TERidgetophas spent time in recent weeks speaking with other energy production companies
e = interface to perform the analysis on data files and researcHacilities. Theyhave expressedninterest in partnering wittRidgetopduring a Phase Il periahd will be able to provide additional
O bjeCtIVES (shown inFigure 7). Tareate the link from the resources irsensing equipment data andultivariateproblem-solving.
algorithms to the blockchaimidgetop used _
the Python SDK and API for Hyperledger Fabric. Continued Research Plans
The following list of Technical Objectives were identified in Phase I: The blockchain network was implemented on a More Efficient Algorithms
é Estimate state of health W't.h secure data 'Fransfer and storage gﬁg\?\}ﬁ iiuginitrgstmux based workstations as Along with proving their effectivenesRjdgetop hasleveloped additional approaches that will be employed to increase the speed of the computer
A E\(;?llstitjigngirlnnlqjﬁ:liv(ePI(\)Avl\J/:IrvglrﬁS ’;Z?Lﬁ d('\FﬁléAgse disolated network testbed The Un g f,.A . 4 Rig I algorithms, which is critical in time sensitive power plant operations. For example, the Chebyshev and Maximumbstathoe¢hods need the
: : ) : , . e University ot Arizona and Ridgetop also solution of linear programming problems for each sample vedibese lineaprogramming models are identical in the coefficient matrix of the Simplex
é g:\s/i:rg?b(z?;Z{hi);%?gg?:sn;(s)r(gran?;?yeére?gg%%y ftg”i‘:‘;efglgin F;rl?cgi]ongsStl;CeLhz:\?i)rrmIds for CBM, and efficacy of blockchain to sensterctiata col(ljeltl)ora}ed oln a Simullink 1(r)nodellc og a tables, only the right hand sides are changing. We plan to work out a fast algorithm to create the optimal solution obliach lpased on the solutions
. . 7= NI : : . traditional coal power plantOne of the of the previously solved problems.
A Desigrprototype software that links Multivariate Analysis (MVA) tools with Sentinel Suite primary goals of the project t& monitor the P y P _
A Integrateblockchain open ledger for multiple sensor readingth MVA methodology andetermine itsextensibility sensor data to assure the operational Figure 5Ridgetop Group implementation of a private blockchain network using FurtherEnhancements to Blockchain Technology
parameters are held within the prescribed Hyperledger Fabric, and 5 Linux based workstations. This network was setup and We plan to create further improvements to blockchain technologseveralways:
I|;n|t3 by MVA,(:?%:X@ anld tyalldatlgnlby data evaluated at the HQ office in Tucson, Arizona. A) An optimal data transmission network will be constructed to reduce the size of the data flow; this is instead of trgrtsrfrom all nodes to all
Questions/Goals for SBIR 17(a) WARISG21LIQ0a {2fdziAazy streaming Metnodsa simulation model as other nodes.
done in Phase | is a perfect tool to achieve that
. : : : . . . o . ; goal. The Simulink model was designed B) Implementing MVA methodology as an integral part ofttfeekchairby utilizing theSingle Health Indicator providing a codindgtaf datag thereby
Can an effective CBM architecture teveloped to monitor Ridgetop processed multiple existing sensor values with advanced multivariate signal processing according to the simulation framework for creating hashes since the original sensor data cannot be recovdrech them
subsystem assets lagacy fossil fuel power plants? methods to extract useful and repeatable degradation signatures that can be flagged by pattern coakfired power units. _ o _ _ _ ) - _
recognition algorithms. C)A user guide for the blockchain implementations is planned to be created to show the exact steps to incorporating bleekafitgim industrial

applications.

Is multivariate analysis of sensor dataeams an effective Ridgetop has designed a set of experiments and induced faults to a test bed to gauge the efficacy of S Int ion & E M SIEM) Soft Pack in Sentinel Sui
method foranomaly detection and degradation signatures?  multivariate algorithmic analysis in this application. ystem Information vent Management ( ) Software Package in Sentinel Suite
In Phase | Ridgetop produced a prototype graphical user interface (GUI) with the embedded MVA algorithms. It is intetiteskthdvanced data

Can new blockchain open ledgechnology be used to securely Ridgetop and the University of Arizona established two testbeds. The first was a Simulink power plant analytic tools will be repackaged into the Sentinel Suite software platform. Sentinel Suite is an existing Ridgetopthhitfarsbeen developed for

log sensoreadings and prevent unauthorized altering mo_del with key functional po_lnts_ in th_e plant providing the necessary observability. The second was network management, system monitoring, and is in the process of being upgraded to a complete SIEM software packagentetdsuith advanced
of the sensor values? an isolated test network having interlinked computers that stored the sensor data with blockchain . . ) . e
technolo data analytics and cybersecurity countermeasures. As a part of the research work plan, Ridgetop plans to investigatésing pasmits ofjame theory
oy based network security. Ridgetop also plans to continue working with TEP, the UA, and other potential partners to apalyatediee software
Would a vendotindependent method ofmonitoring and data Ridgetop worked with its commercialization partner T€qgbtpsand power utilities such as Tucson package to be created in Phase Il
protection for legacyower plants be useful for Electric Power, Georgia Power, and others to help identify the functionality and pricing of a product
commercialization into a set of products? (or products) resulting from this SBIR program for financial opportunity analysis. Figure 7 Prototype software program for the Multivariate Analysis Package. In Phase Il Ridgetop Group intends

to import this software analysis package into the Sentinel Suite cloud platform for advanced diagnostics and
Figure 6.Simulink model produced by the University of Arizona Systems and Industrial Engineering Department. The above model conditioned based maintenance
is based on Figure 4 which exemplifies a typical stepoie coal power plant.
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