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Attachment 1 
 

Project Area XX 
Program/Project Title 

 
For 

 
Office of Electricity Delivery and Energy Reliability 

Research and Development Division 
In Response To 

RC-CEDS-2012-02 
 
 
 

Program Manager: XXXX 
Technical POC: XXXX  
 
1. PROJECT SUMMARY 

[The project summary/abstract must contain a summary of the proposed activity suitable for 
dissemination to the public. It should be a self-contained document that identifies the lead National 
Laboratory and other team members, the project director/principal investigator(s), the project title, 
the objectives of the project, a description of the project, outcomes) This document must not include 
any proprietary or sensitive business information as DOE may make it available to the public.] 
 

2. PROPOSAL TECHNICAL CONTENT 
[The Technical Content must not exceed twenty 20 pages, when printed using standard 8.5” by 11” 
paper with 1” margins (top, bottom, left, and right). EVALUATORS WILL REVIEW ONLY THE 
NUMBER OF PAGES SPECIFIED IN THE PRECEDING SENTENCE. The font must not be smaller 
than 11 point. Do not include any Internet addresses (URLs) that provide information necessary to 
review the proposal] 
 
This section should include adequate background and details of how the proposed project will 
directly address the Merit Review Criteria included in Section V-B of the Research Call.  In 
addition, this section must include a comprehensive evaluation that confirms the identified 
research and development gap exists, and that demonstrates no other entity has addressed the 
identified research and development gap, in either the public or private sectors. 
 

3. TASK 
[For EACH Task and/or Subtask, enter paragraphs describing the Task Description, Problem 
Addressed, Background and Scope and Technical Approach.  Include project Milestones and 
Deliverables where appropriate.  If applicable, the Tasks should be organized by project 
phases/budget periods which correspond to major project milestones or go/no-go decision points. 
 
Discuss previous work (by you or others) that has been done in this area and how your project will 
advance the state-of-the-art. Discuss what has been accomplished to date and where appropriate, 
include funding levels by year that has already gone into this effort. 
Provide additional Notes/Comments as needed] 
 
Example 
3.1. Smart Grid Cybersecurity R&D 

3.1.1. Task Description 
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Create a software application to manage cryptographic keys to support the deployment of 
technologies developed to meet multiple Roadmap goals. 
 
3.1.2. Problem Addressed 
Critical infrastructure control systems are vulnerable to physical and cyber attack. Securing these 
systems is a top priority for the U.S., but none of our efforts adequately addresses a fundamental 
and extremely dangerous vulnerability: The entire lifecycle of these systems, from design and 
production to maintenance and security management, is primarily under the control of foreign 
nations. Our adversaries have ample opportunity to compromise our critical systems at every 
stage of those systems’ lifecycles. 

3.1.3. Background  

In this task, we will continue our FY09 work exploring a fundamentally different approach for 
ensuring process control system security: trust anchors. A trust anchor is an independent 
monitoring and control device that has access to a component’s inner workings. A trust anchor 
can be integrated into an untrustworthy system so as to inspect and verify its functions at the 
lowest levels. Program obfuscation technology developed by Sandia National Laboratories 
enables one of the most important capabilities of trust anchors: It obfuscates their functions and 
renders them tamper-proof in a cryptographically secure manner. 
 
3.1.4. Scope and Technical Approach 
[Describe HOW you will execute the project and all tasks, partners, and major subcontracts.  

 
Address the full project lifecycle from development to end-use, including technology transfer 
and commercialization. Discuss any issues that affected or may affect the project outcome or 
timeline. Please show the whole plan for the project, broken down by year.] 
 
The security architecture developed in the proposed approach will address threats to the electric 
infrastructure and develop capabilities for an integrated, secure, timely and monitored 
communication infrastructure. The specification of the architecture needs to include both a 
documented design and a set of implemented software tools that instantiate the design. 
Furthermore, the design and implementation will influence each other in a continual process that 
results in the final security architecture.  
The ABC team shall design and develop techniques and algorithms for next-generation control 
systems that will be implemented in addressing communication between substation equipment 
and between substations and the control center. The software implementations shall be 
deployable in modern control systems with commercial off-the-shelf (COTS) operating-system-
based devices and workstations. 
The following considerations shall be included in the security architecture analysis:  1) key 
management for workstations, substation gateways as well as end-use devices, 2) real-time secure 
communication software that enables secure and timely communication between end-use devices 
in the substation over a Layer 2 Ethernet network, 3) real-time secure communication software 
that enables secure and timely communication between the gateway and the control center over a 
wide-area routed Internet Protocol network, 4) intrusion detection systems that will run at 
gateways the control center to detect attacks against both the control system infrastructure and the 
enterprise business infrastructure, and 5) security state estimation system that runs at the control 
center to analyze alerts sent by the intrusion detection system via correlation and estimation. 
 
3.1.5. Milestones 
Date: 2Q FY13 

 Modify Finite State Machine algorithms for Turing Machines 
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 Implement Turing Machine algorithm 
Date: 3Q FY13 

 Performance Testing 
 Develop Prototype scenario – GO/NO GO Decision 

Date: 1Q FY14 
 Develop Prototype hardware 
 Independent Vulnerability Assessment 

 
3.1.6. Deliverables 
Date: 1Q FYYY 

 A demonstration of a trust anchor running a complex security function that cannot be 
implemented using finite state machines. 

 A prototype trust anchor software development kit that can be used to author new 
security functions in a commodity programming language. 

 An independently-performed vulnerability assessment and security evaluation report. 
 
4. Budget Justification 

[Please see attachment 4 - Budget Justification Sheet.] 
 
 
 


